In this paper a reversible data hiding (RDH) algorithm for medical images is proposed. This algorithm specifically based on histogram modification in hybrid domain. The idea of this algorithm is that a histogram is created from the differences between each pixel and its neighbours. A 2D DWT haar transform is performed to convert cover image into a transform domain to select appropriate frequencies for embedding the payload. The selected DWT coefficients bit planes are used to carry the secret message. The experimental result demonstrates that our proposed method outperforms the traditional state of art methods in terms Peak Signal to Noise Ratio (PSNR), Structural Similarity Index (SSI) and the algorithm guarantees the reversibility of the host image. The proposed method avoids overflow and underflow of the pixel values and achieves highest embedding capacity.
Introduction
Securing information transmitted over the Internet has turned into a basic issue driven by the advance in information digitalization and correspondences organizing over the previous decade. Data hiding technique aims to hide the secret information into the carrier without affecting. Cryptography, Steganography and watermarking are the three major techniques of data hiding. Cryptography encrypts the secret data ad reveals its existence. Steganography hides the secret data into the cover such as image, audio or video which makes difficult to identify the original cover and the cover containing the secret information. The result of data hiding introduces distortion in the cover signal. Watermarking also does the same thing, but it is used for copyright protection and its focus on robustness, whereas steganography focus on undetectably and capacity. Reversible data hiding (RDH) is a technique where the carrier signal is recovered listlessly after the secret message is extracted. RDH is attracted by many researchers and widely used in forensics, military imagery and medical imagery where no distortion is allowed in the carrier signal. It is additionally confident that the first substance ought to be recuperated with no blunder after picture decoding and message extraction at beneficiary side. This exhibits a common-sense plan fulfilling the previously mentioned necessities. A substance proprietor encodes the first picture utilizing an encryption key, and an information hider can implant extra information into the scrambled picture utilizing an information concealing key however he doesn't know the first substance.
A variety of data hiding methods [1] [2] [3] has been surveyed and given in the literature such as steganography and watermarking however these techniques damages the carrier while hiding the data. Steganography guarantees the confidentiality and security of the secret data without confronting the attention to the nasty attackers. Data hiding is divided into two categories based on the recovery of the original cover object: reversible data hiding and irreversible data hiding. The benefit of reversible data hiding is that the payload is high and it modifies the cover image which cannot be get better after extracting the secret. Secret information can be hidden in three domains: spatial, frequency and compressed. In spatial domain, the data are hidden on the direct pixel values of the cover image. In the frequency domain, the secret message is hidden by modifying the frequency coefficients of the cover image in the frequency domain. The cover image is compressed before using it for data hiding in compressed domain. This paper presents a data hiding scheme based on transform domain.
RDH methods fall into 4 types. The first type uses compression framework which is introduced by Fridrich [ 4] , first extracts the LSB of the cover image pixel and compresses it. The LSB of the cover image is appended into the secret message before encryption. However, the payload is pretty low. The second method is difference expansion (DE) in which the pixel groups are expanded based on the differences for example multiplied by two. The pixel group which has all zero differences of LSB can be used for secret message replacement. The location map is not required for the decryption. The third RDH method is based on histogram shifting [5] where the histogram of the image is modified to embed the secret message. The capacity is depending on the highest histogram value. The fourth method is based on integer transform [6] [7] [8] , in this the image is represented in integer transform domain for data hiding. Out of these methods integers transform methods yields enhanced data capacity. The proposed method provides reversibility of the source image with high embedding rate and high imperceptibility by avoiding overflow and underflow of the pixel values. In our method, data is hidden in wavelet domain and the auxiliary data required for recovery of the original image is done using histogram modification technique.
The performance of the stego system is measured by using three metrics they are payload, imperceptibility and robustness. Spatial domain data hiding results more payload and imperceptibility but less robustness. Transform domain techniques provides more imperceptibility and robustness with acceptable payload. The paper is organized as Section 2 the related works and in Section 3 Proposed work embedding and extraction process. Section 4 experimental results and analysis followed by a conclusion in section 5.
Related work
Tian et al. [9] proposed RDH scheme based on DE. The source image is divided into pixel pairs and it is embedded with 1 bit of secret data. The pixel pairs ensure non-existence of overflow and underflow. To identify the pairs modified during the embedding, the location of the compressed pairs is stored and appended to the payload. This method is suitable for lesser payload and it can be increased if multiple LSBs are used.
Y Hu et al. [10] presented an efficient location map to reduce the size of the location data and thereby increasing the payload. However, authors have not achieved the better accuracy for the algorithm. Yang et al. [11] proposed reversible watermarking in compressed domain. The adjacent block values are used to encode the current block with additional requirement of the flag bits. The VQ table is modified to achieve better reversibility. The usage of flag bits increased the stego image load thereby reduces the quality.
Kalker and Williams [12] designed a RDH model for rate distribution. The upper bound problem for embedded payload is solved by formulating a rate distribution function and the test comes about gives traded off outcomes. They proved the fee-distortion bounds of RDH for reminiscence much less covers. Alattar et al. [13] used three to four pixels for data embedding using DE which increases the data capacity from 0.5 to 0.75 bpp. The location map is size is equal to 1/4th of the cover image size. Tai et al. [14] divided the image into smaller blocks and the peak values of the histogram in each block are identified to embed the secret message. However the authors did not focused on the prediction errors which lead to less accuracy in reversibility.
Lee et al. [15] used the neighbours mean values to predict the histograms which are suitable for data embedding with lesser embedding rate. Yang et al [16] used interleaving predictions to guarantee a histogram and the data is embedded around the peak values. This method increased the robustness of the algorithm. But the data embedding is performed in spatial domain, it reduces visual perception.
Wien Hong et al. [17] presented RDH for encrypted images. The image is divided into blocks and each block holds one bit of the secret data for flipping three LSB of the predefine pixel block. The error rate of the extracted secret data bits is reduced by using the side match method. This method results overflow and underflow of the pixel values results increases the complexity in retrieval of the secret data and source image.
Further, with a purpose to keep away from hackers or attackers duplicated or revised medical [18] portioned the image into smooth region and non-smooth region and applied Diamond encoding method for data embedding to achieve high data capacity. Besides that the advantage shrinks that is the quality of the stego image reduced when the data size is increased. Hao et al [19] proposed ROI "Region of Interest" based RDH which embeds secret information into non-ROI by means of an irreversible hiding technique and in ROIs through a reversible image hiding method. During embedding process a small visual distortion is produced and also it cannot completely restore the image back to the original. From the literature on RDH the quality of the stego image is measured by PSNR. The histogram modification used in the proposed work improves the inconsistency in image quality with human visual perception and also for reversibility. Hiding data in transform domain provides robustness to the algorithm. Most of the existing methods concentrate on payload and confidentiality, in conventional transform methods not guarantees the reversibility of the original image. To overcome the problem integer to integer transform is applied in the proposed work. The mapping is performed on integer to integer values both in reverse and forward transform.
Proposed work

RDH in transform domain
Wavelet transform converts the Image from spatial domain to transform domain [20] , normally a wavelet conversion is based on the floating-point operation. When we apply this technique specifically to implant messages into a picture for reversible data hiding, a truncation blunder might be experienced, prompting to the disappointment of the message extraction and image restoration. To avoid this problem, the invertible integer to integer wavelet transform was proposed by Daubechies [21] converts an image into frequency domain without data loss so that it making it suitable for reversible data hiding. Discrete wavelet transform decomposes the image into four sub bands: LL, HL, LH and HH. LL is the approximate coefficient of the image, HL, LH is horizontal and vertical coefficients respectively and HH is the diagonal detailed feature of the image [22] . Fig 1 shows the IWT processing levels in 2 dimensional. In order to decompose the image further 2D wavelet transform is recursively applied to the approximation coefficients. Fig 2  depicts two level HDWT decomposition representations of Lena image is shown.
Histogram modification
Histogram modification technique is one of the remarkable works of RDH [23] where the histograms of the peak points are used for data embedding. Before using the peak points the histogram bins between the zero point and the peak points are shifted. Lee et al. [24] Proposed and method for constructing a sharper histogram by using the difference histogram of the image. Afterwards Tsai et al. [25] proposed an algorithm using the correlation between the pixels is considered while constructing the histogram. Pan et al. [26] divided the image into blocks, histogram is constructed for each block and then the differences between the pixels are computed using the peak point in the selected block. In our proposed method, the histogram modification is used to embed the auxiliary data required for reversibility of the original image. The main idea of the work is to implement RDH using integer transform and histogram modification providing low distortion with high payload.
The proposed method uses hybrid domain to perform reversible data hiding. The secret data is embedded in transform domain using haar transform and the auxiliary information required for reversibility of the host image is embedded in spatial domain using histogram modification technique. The auxiliary data carries the host image information to recover the original image from the stego image without any loss. Fig 3 shows the embedding steps of RDH. The following depicts the sequence of steps involved in auxiliary data embedding. 
2. Find the peak point PP value from Di. If Di > PP shift Ci by 1
Where Si is the stego image pixel value 3. If Di = PP change value of Ci according to the auxiliary data AD bit x
Data extraction at the receiver side from the stego image pixel is by using the following
The original pixel value is restored by
Data embedding algorithm
Step 1: Input the host image Ic
Step 2: Pre-process the image Ic
Step 3: Transform the image using Haar integer to integer transform
Step 4: Scan the high and middle frequencies in zig zag pattern and embed the secret data.
Step 5: The replaced frequency values are stored as an auxillary data (AD)
Step 6: Apply Inverse Haar transform to get Intermediate Haar Transform Image (IHI)
Step 7: AD is embedding into IHI using Histogram Modification to get the stego image.
Data extraction algorithm
Step 1: Input the stego image
Step 2: Apply histogram recovery to retrieve auxiliary data from the stego image.
Step 3: Convert the image to transform domain image using Haar transform.
Step 4: Extract the secret data from the middle and high frequency components of the transform with the help of auxiliary data.
Step 5: Apply inverse integer transform
Step 6: Recover the host image without any loss.
From the above algorithm, the following points helps to make our proposed method performs better. First the scanning order zig zag of the coefficients in transform domain. Second it achieves good results since the pixel pair coordination is used and finally the option for selecting the PP is determined by the applications and based on the histogram characteristics. To get high image quality the PP should be chosen for less bin shifts.
Experimental results and analysis
The proposed algorithm is tested in MATLAB R2010 with the sample images. The experimental results are calculated for PSNR and SSIM values of the existing methods and the proposed method. The embedding rate [27] [28] [29] methods are virtually not changed. The authors used medical image smooth area as a higher priority to hide the secret data, the non-smooth area is used lesser compared to smooth region. So, the stego images are not visual to human visual system. Wu 
Mean Square Error (MSE)
MSE is the square of the difference between pixel values of the stego image and cover image divided by the size of the image. The following formula gives an MSE value between X and Y image of size MxN
Peak Signal to Noise Ratio (PSNR)
PSNR is the universally used metric to discover the distortion between the stego image and the cover image quality. Higher the PSNR value results the better image quality and the following gives the formula for PSNR calculation.
Where MAXf -Maximum pixel value and MSEMean Square Error Stego image Figure. 6 Brain marked image with various range of bits per pixel 0.1bpp, 0.3bpp, 0.6bpp and 0.8bpp respectively.
Figure. 
Comparison with existing work
In order to illustrate the proposed method characteristic first it is tested on baboon image with Sachnev et al. [25] with the PSNR=39.8418dB, SSIM=0.9666, RCE=0.4956 shown in Fig 4. Fig 5,  Fig 6 and Fig 7 shows the impact of embedding 0.1bpp, 0.3bpp, 0.6bpp and 0.8bpp on the medical images and represents the visual distortion induced in the image. Steganography in transform domain is used by the existing work is considered for comparing the results. Table 1, table 2 and table  3gives the comparative results with Sachnev et al. [25] , Wu et al. [26] and Gao et al. [27] for hepatitis, pelvic cavity and brain marked images. The test has been carried out with various images and the output also shown.
Performance analysis
The payloads with various sizes are tested for the proposed algorithm with various types of medical images. It is noticed that the image quality is decreased when the payload increases. The results obtained recites that the proposed method achieves the good and better PSNR value. On the stego image noise introduced by the secret data is considerably reduced after the payload embedding. Further the result confirms that payload increased not affecting the quality of the stego image and also the cover image is recovered properly. The Fig 8, Fig 9 and Fig. 10 gives the graphical representation of the proposed work with payload verses PSNR for the various test medical images for the various existing RDH methods. The result parameters are calculated from the mean results of sixteen medical images with three different types. We notice from the graph that the PSNR values are slightly increased when the bit rate up to 0.6. There is a significant change in the PSNR values when it increased to 0.8 bpp. The usage of histogram modification in the proposed method gives better quality stego image. This method is successful in producing high data embedding rate with reversibility. 
Conclusion
A new Reversible data hiding based on histogram modification in hybrid domain was proposed in this paper which aims the medical images. Compared to the traditional histogram modification methods, our proposed method used the histogram based on the pixel difference between the neighbouring pixels. So, the modification of the pixel values in the stego image is more or less equal to the original image there by maintaining the good PSNR ratio. The proposed method achieves higher payload and better image quality since the data is hidden in transform domain. The retrieval of complete auxiliary information helps to recover the cover images without any loss. The strategies employed in our proposed method is scanning order of the pixel values in zig zag pattern and histogram modification techniques out performs compared to exiting RDH techniques. The experimented results of marked medical images demonstrate the proposed method has better image quality compared to similar RDH existing state of the art methods. The result also verifies the obtained PSRNR values are consistent with subjective visual perception. As a future work the embedding capacity of the data will be further considered for improvement.
